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Step 1: Getting ready to load MobilePASS VPN on the iPad

1. Before upgrading, confirm you have the 6. In Mobilelron, tap Settings, Check for
new Token email on your iPad from Updates, Force Device Check-In, Check-In.
Do Not Reply@abbvie.com titled: “Action
. - Settings Then tap Home button.
Required: AbbVie Token Deployment”. entap .
This will be a new email, not the one you Q Mobile Activty Map
used to set up your computer VPN. B Docs@work
2 C Check for Updates
2. Once you have the email you can begin: : prvecy

3. Onyour iPad, find your AnyConnect And o
MP-1 VPN Apps and delete them. SEChER I
3
—
4. Tap and hold anicon until it starts to Force Device Check-In
wiggle, then tap the x’s to delete. Then e, Uperabee o ievioe Comrm Tty
take a faw minutes 1o be appled. Are
Tap Home. you Sund you wani to continue?
5. Once Deleted, find and tap @ - ] oaneel | 4 Cheen] ]
on the Mobilelron icon: gy oA B B
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Step 2: Setting Up MobilePASS VPN on your iPad

1. Tap on AbbVie App Store icon:

™\ Mabile

g 1 "
“&. 1Connect AbbVie Viewer
- - [
-
ﬁ Ciseo AnyConnect Cisco Jabber
‘ - INSTALLED

Cisco WebEx Meetings Concur - Travel, Receipts, Exp...
INSTALLED c. INSTALLED

o CRYPTOCard MP-1 i i Excel
contact ac-mebie-icerse- e ciuck 3 copy of “sham version” om yeur Gaco
Microsaft OneNote for iPad - li... Microsoft PowerPoint
m “ 1 INSTALLED m Mecrosah ' INSTALLED e o App Installation

oatured  Categories  Updates 13

! App Installation
3 “m.mobileiron.net” is about to install “mumobileon.net” is about 10 install
™ and manage the app “AnyConnect” and manage the app *MobllePASS”
Microsoft Word Mobilelron Mobile@Work™ Cli... from the App Store. froen the App Store
b o NSTALLED INSTALLED Your iTunes account will not be Your iTunes account will not be
charged for this app. charged for this app.

OneDrive - Cloud storage for fi... | 0 | safeNet MobilePASS Cancel Install Cancel Install
F—Y . G it INSTALLED -

3. For each, tap Request, then Install
Cisco AnyConnect Secure

2. Select Both from the e g eyl
I |St . ™ Virtual Private Network (VPN)
* capabilities of your device.
Do you want to enable this
software?

» Cisco AnyConnect
AND then 4. Press the device home button

> SafeNet MobilePASS and go to home page, when both 6. Click OK if pop up box
are installed... appears, then

Enter your Apple 5. Find and tap AnyConnect @ press home button.

password if prompted. Z

Don't Allow OK
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Step 3: Enrolling Your MobilePASS Token

From your iPad, open the VPN email from Do _Not Reply@abbvie.com, titled:
4 ' AbbVie VPN Token Deployment. If you do not have this email or click the link from
. . your laptop, you will not be able to complete this process and will need to contact
the AbbVie Global Service Desk for a new token email.

Do_Not_Replyé

o ol B Vieaver mor AbbVie SafeNet Authentication Service -
ACTION REQUIRED: AbbVie VPN Token Deployment Self Enroliment

September 30, 2015 at 1:57 PM

P Auto Enroliment

If the il ication is not yet i
please contact your local support center for
assistance. Or, send an email to:

Hello Robert R. Smith:
Once the application has been installed, select the link below
todastall tho tol 4

Please note your VPN user ID above, which may have changed from your previous AVPN 1D,
Enroll your MobilePASS token

Action Required:

In the event you are experiencing difficulties with loading
the token with this link, you may copy the following string,
spxTeodesyLUsM 1 XMV KexRPXFRVYERZIC open the a , select A {
Enroliment, and then paste (on some platforms it may
already be pasted):

Ciick e talcuina LB to aclial Abbie B ks e aill
link does not work, please copy and paste this URL fo your web browser,

RWS5yb2xsbWVudFVSTD10odHRwczovL3NILANhZmVuZXQtaW

Click your preferred language below y step SILMNVbS92ZWxmZWSyb2xsbWVUACOke2twcChe3B4PINGP o
s el Canacian | Francas | Euromean Eapaiol | Deutecs | Destsch Ausin | laiane WhBAKZRbIFVDKONCIVZZXIIRD13ZWF2ZWN4DQPQYXNzCGh
English IFre ~anacdian | Francais! Eures Espaic] | Deutseh | Deulsch Austria ) 11z 1]
aleh \Pranch.Canecian.| Ecopats ! Eucoean Eacata | autach) Daulach &uskia | knkionc | SYXNIPTIwMjk= SafeNet
Turkish | Mibkes | M T COMPANY
Canurinht @ 2N14 QafalNat Tnr All Rinhte Racarvad

1. Tap the enrollment link 2. Tap Enroll your 3. The Auto Enrollment
in the email from your MobilePASS token in the Screen may briefly appear,
iPad and continue to pop up box. here or later. You do not
use these instructions need to touch this screen.
to complete the

process. The link only 4. Move on to next page.
works once.
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Step 3: Enrolling Your MobilePASS Token Cont..

4. Onthe Create New .

Token screen, P create New Token .
Backspace to Delete o s Change this to your 5-1-1
IlMy Token 1;1 and ’MyToken1 << - network username. Example:

enter your 5-1-1 user Smith, Rob S = Smithrs

Activate
name. Then click et

QIWIEIR|TiYJU] I JO|P

Activate.
AlSIDIFIGIH]JIK|L
: Z XCVBNM a
5. You must set a new 4 R > |
digit PIN number. This
can be the same PIN e ) = =) Note 1: The 4 digit PIN is
number you used for your a new PIN that you
Combuter VPN. Click choose, it has not been
p,continue; P Set a Token PIN P Set a Token PIN previously given to you.

' [oken P Re-enter Token PN Note 2: Your VPN PIN
numbers can be the same
on your PC and iPad

6. Re-enter the 4 digit | ) s | ]
- Cancel Cancel
PIN number When I"?Kentl-‘\N Fhound cortam 4 decimal or alphanumeric
prompted and click
14 e ) H
Continue’ again. .
g @!fel\let. ::“m @a\feNet it

Go to next page.
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Step 3: Enrolling Your MobilePASS Token Cont..

. l A | .\-L_ LG
7. Your Token Passcode is
displayed. — our Passcod
“ 009 2956 D09 2956
8. Tap “Tap here to Copy
Passcode” and
“Passcode Copied”
ShOUId be d|5p|ayed- [ Generate Passcode J Note: On the Generate Passcode
iPad the button
9. Pressthe iPad home its?l-(l::rg Passcode
button. Brersee | B Sppemee g

10. Tap on the AnyConnect ‘
J
App.

eswco ATAT LTE 1297 PM

AnyConnect VPN Connections

11' Tap on conneCtions i VIRTUAL PRIVATE NETWORK
and verify MobilePASS .. comectven

Legacy AbbVie VPN

AbbVie VPN has a L(;;nnections MobilePass AbbV. v MobilePass AbbVie VPN @
check mark. If not tap - e e
on it. GENERAL '
AnyConnect VPN C{
12. Tap on the L
AnyCo nnect VPN AnyConnect VPN Legacy AbbVie VPN
button to turn on VPN. fnnantinne MahilaBace Ahhl/ . MohilePass AhhVie VF
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Step 3: Enrolling Your MobilePASS Token Cont..

13.

14.

15.

16.

17.

Under Username,
enter your 511 if not
seen. If your UPlis
here, backspace over it
first.

Tap Under Password,
Then Tap and hold
until Circle or Paste
appears. Tap Paste to
enter your Passcode.

Then tap Connect.

The Banner will
display, Click Accept in
the lower right.

You should now be
connected. The on
button will turn green.
Details will say
connected and VPN is
displayed in upper left.

obbvie

Cancel Authentication

o
Username: smithrs

Password: N

\

Token Passcode from
SafeNet App here

Banner

You have successfully connected to
AbbVie US VPN

Only authonzed AbbVie personnel are
od 10 this network, By
accessing this network you are
consenting 10 system mondtorning for
law enforcement and other puUrposes.
This network contains confidential
AbbVie intellectual property and
information. Unauthorized access may
subject you to criminal prosecution

f————
wao0o ATET | TE 29

AnyConnect

a VIATLUIAL PRIVATE NETWORK

Very Important Note:

You CANNOT be connected
to AbbVie Wi-Fi — Xenon,
Krypton, etc, to use Mobile
VPN. Please turn OFF Wi-Fi
to test this VPN if you are
currently on AbbVie Wi-Fi.

and/or AbbVie discipiinary action.

AnyConnect VPN (_’r

Connections MahilePass AbbY

Details Connected
GENERAL

Settings

Enter your 5-1-1
Username Here

Cisco AnyConnect™
Secure Mobility Client

i 40004

Copyright () 2004-2015 Cisco Systema, Inc,
Al rights resareed. CEsoa, th Cisco Logo. Cased AryConnidt.
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Very Important Note:
. . . You CANNOT be connected
Logging on and off iPad VPN going forward to AbbVie Wi-Fi - Xenon,

Krypton, etc, to use Mobile
VPN. Please turn OFF Wi-Fi

1. Tap the MobilePASS App...Moving forward to test this VPN if you are
2. the app will open right to the Token PIN screen. | currently on AbbVie Wi-Fi.

Authentication Connect l

Token Authentication

Tikoarn PN

Your Passcode

7009 2956

4. Push iPad Home —
button & Open the 6. Long Tap until circle appears,
AnyConnect App. under password lift & paste in

[ Generate Passcode passcode and tap Connect.

Tap here to Copy Passcode

Banner

> Aracomarks of Crsco andior i 4
THE
DAT Q e You have successfully connected to
SafelNet. | c:orecron AbbVie US VPN

COMPANY

Only authonzed AbbVie personnel are

alowed 10 access this network, By

accessing this network you are

VIRTUAL PRIVATE NETW{fR conm'mmq 10 system monitoring for
2. Enter your PIN. u e - o e e
3. Tap: “Tap here commen e Cioco AryCenpoct™ oy v
to Copy Passcode”. o ' e U i v el ot
This changes to: s coommee
. Diagnostics. m:’omuwuw aifua nod Stat
P ——— “Passcode Copied” o , <
ote: eft turned on, wi Bivac Puly.
automatically turn off after e 7.Ta p Acce pt on Banner

several hours of non-use. Using

VPN on sites that so not require it 5. Tap the On button. to connect.

will slow down your web 8. Tap On/Off button to
connection, so VPN is only .

suggested when needed. d|sconneCt-
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